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ABSTRACT 

 

In this paper a novel wavelet based robust blind watermarking scheme is presented. Taking into account the property of the 

human visual system, the proposed scheme embeds the watermark into the wavelet coefficients representative of the image’s 

areas highly dense of details. More specifically a two stages unconventional wavelet decomposition is used. In fact, after 

having performed a 2D one-level wavelet decomposition, the high frequency wavelet subbands are further wavelet 

decomposed, thus obtaining those coefficients where the mark is finally embedded. Experimental results demonstrate that 

this embedding strategy allows to greatly increase the local ratio between the mark and the original image energies, thus 

leading to robustness even against severe image degradations, without transparency loss. 

 

Keywords: Digital watermarking, perceptual models, wavelet transform. 

 
1. INTRODUCTION 

 

The fast diffusion of digital multimedia documents, due to the easiness of their storage and transmission, along with the wide 

spread of the Internet, has lead to an increasing interest in developing techniques for protection of the ownership right 

(copyright). A feasible solution consists in embedding a “mark”, called “watermark”, into the data in such a way that it does 

not modify them from a perceptual point of view (transparency) while its unauthorized removal should make the data useless 

(robustness) [1]. In the last years several watermarking schemes have been proposed. With regards to the domain where the 

watermark embedding occurs, we can distinguish between methods operating in the spatial domain [2], in the DCT domain 

[3], in the frequency domain [4], and in the wavelet domain [5], [6], [7], [8]. Among all of them, the ones operating in the 

wavelet domain seem to be very promising because they provide a simultaneous spatial localisation and a frequency spread 

of the watermark within the host image. 

 

In this work we present a novel robust watermarking method operating in the wavelet domain, which does not require the 
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original image to detect the watermark. In order to improve transparency with respect to the existing methods, in the spatial 

domain we split the host image into a “low frequency” image and a “high frequency” image. This latter, taking into account 

the image’s details, allows to “hide” the watermark without loss of transparency because of the incapability of the human 

visual system (HVS) to distinguish between details in areas where their density is high [9]. The watermark embedding is then 

performed in the wavelet domain. To this aim, contrary to existing methods, after having performed a one-level 

bidimensional wavelet decomposition, the subbands corresponding to the “high frequency” image’s details (HL, LH, HH) are 

further wavelet decomposed and the watermark is embedded into the subbands of the second stage of the wavelet 

decomposition. This allows to increase the energy of the embedded watermark, making the scheme more robust without 

affecting transparency, due to the aforementioned property of the HVS.  

 

The paper is organized as follows: in Section 2 the proposed watermarking embedding scheme is outlined. The watermarking 

detection procedure is described in Section 3. Finally the experimental results and the conclusions are drawn in Section 4. 

 

2. WATERMARKING EMBEDDING PROCEDURE 

 

A watermarking embedding scheme, in order to be effective in intellectual property protection (copyright) applications, must 

be robust against malicious attacks, whose goal is the complete or even partial watermark removal, such as lossy 

compression, filtering, geometrical distortions, cropping and other kind of processing. Nevertheless the embedded watermark 

has to be transparent, that is not perceptible, in order not to impair the quality of the host image. These two requirements, that 

by far represent the main characteristics that a watermarking scheme, devised for copyright assessment, must have, are in 

contrast each other and a tradeoff must be found.   

 

In the recent literature several watermarking schemes, employing models of the HVS, have been proposed to device a 

technique to embed a robust and perceptually invisible watermark into the host image [10], [11]. They all rely on the 

embedding of the watermark into perceptually insignificant parts of an image in order to guarantee transparency, although 

operating in different domains such as the spatial domain [2], the DCT domain [3], the wavelet domain [6], [7], [9].  

 

In the method here presented a high degree of transparency is achieved into two stages by using visual models both in the 

spatial and in the wavelet domain in order to understand where and how to embed the watermark by employing the image’s 

characteristics to come up with an embedding scheme robust and transparent. A preprocessing is carried out in the spatial 

domain to extract that portion of the host image where the watermark can be embedded without impairing the image’s visual 
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appearance (Stage 1, see Fig.1). Finally the embedding is performed in the wavelet domain through an unconventional two-

level wavelet decomposition whose goal is the extraction of the proper wavelet coefficients that can be modified by adding 

the watermark coefficients thus leading to robustness and transparency (Stage 2, see Fig.1). The block diagram describing the 

whole procedure is sketched is Fig.1, and the two stages are detailed described in the next two subsections respectively.  

 

Figure 1: General block scheme of the watermarking embedding procedure. 

 
2.2 Preprocessing  in the spatial domain 
 

In summary, given the host image ],[ 21 nnI , with 2211 , NnNn ∈∈ , its regions characterized by high spatial frequency are 

extracted thus obtaining an image ],[ 21 nnY , called layer. The “residual” image ],[],[],[ 212121 nnYnnInnG −= , called 

ground, takes into account the regions of the original image characterized by low spatial frequency components. 

Psychophysical studies have pointed out that the HVS is less sensitive when a  noise-like signal, such as a watermark, is 

introduced in areas with high details density, that is characterized by high local variance. Therefore we resort to embed the 

watermark into ],[ 21 nnY . The extraction of the layer is accomplished by evaluating the local image activity. Specifically, 

since  the host image  ],[ 21 nnI  can be thought as a sample from a non stationary random field, as indicator of the local image 

activity we adopt here the local variance 2
1 2[ , ]I n nσ , estimated on a neighborhood 
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Then, if the local variance 2
1 2[ , ]I n nσ  exceeds a threshold γ, the corresponding pixel of the activity mask ],[ 21 nnM I , with 

2211 , NnNn ∈∈ , is set to 1 otherwise to 0, as expressed by Eq.(2), 
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The portion of the original image ],[ 21 nnI  characterized by a high degree of local activity, ],[ 21 nnY , is thus obtained by the 

product between ],[ 21 nnI  and the activity mask, i.e.:  

],[],[],[ 212121 nnMnnInnY I⋅= .                    (3) 

The threshold γ can be adapted to the global image activity. Adaptive rules can be based, for instance, on the evaluation of 

the N-th order statistics of the actual local variance distribution, so that the threshold is set to a predefined percentile of 

2
1 2[ , ]I n nσ . In other words, the layer ],[ 21 nnY  is constituted by the fraction α of the original image consisting of the most 

active regions. The remaining pixels are collected into the image ],[ 21 nnG . An example of the aforementioned splitting 

procedure is depicted in Fig.2, where, along with the original image Lena, the two images corresponding to the high spatial 

frequency image’s regions (layer) and to the low spatial frequency image’s regions (ground) are isolated.  

 

 

Figure 2: From lest to right: original Lena, layer image of Lena, ground image of Lena. 

 
2.2 Embedding in the wavelet domain  
 

The image ],[ 21 nnY , obtained according to the procedure described in the subsection 2.1, becomes the new host image 

where to embed the watermark. The embedding is performed in the wavelet domain since the wavelet transform can provide 

both spatial and frequency localization and this well suits with the behavior of the HVS. Therefore, by taking into account the 

properties of the HVS we can select the subband where to embed the watermark in such a way that the robustness is 

increased without impairing the  perceptual appearance of the host image. 
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More specifically an unconventional two-level multiresolution-like wavelet decomposition is performed on the layer image 

],[ 21 nnY . With reference to Fig.3, the first level of the multiresolution decomposition is obtained by performing a discrete 

wavelet transform (DWT) onto ],[ 21 nnY . In particular an 8 tap Daubachies filter is used. 

 

Figure 3: Two level multiresolution-like wavelet decomposition of the layer (Y). 

This leads to the subband ],[ 21 nnYLL , which represents the image at a coarser resolution, plus the subbands, ],[ 21 nnYLH , 

],[ 21 nnYHL , and ],[ 21 nnYHH , accounting respectively for the “horizontal”, “vertical”, and “diagonal” image’s details also at 

coarser resolution. Then,  the “father” subbands ],[ 21 nnYη , being ),,( HHHLLH∈η , that is the subbands corresponding to 

the high frequency components of the image, are further wavelet decomposed, thus obtaining a set of twelve “child” 

subbands ],[ 21 nnY ν
η , being ),,( HHHLLH∈η  and ),,,( hhhllhll∈ν  (see Fig. 3). It is worth noting that each “child” 

subband contains only information related to the high frequency father subbands of the high variance area of the original 

image ],[ 21 nnI . The mark ],[ 21 nnW  is then embedded in the active regions of every child subband. Specifically, the local 

variance of ],[ 21 nnY ν
η is computed, based on  Eq. (1), and its value is thresholded according to Eq. (2), to form a visibility 

map ],[ 21 nnM
Yν

η
 . Then, ],[ 21 nnY ν

η is modified  according to the following law: 

],[],[],[],[ˆ
21212121 nnMnnkWnnYnnY

Yν
η

ν
η

ν
η ⋅+=             (3) 

where ],[ˆ
21 nnYν

η  represents the marked child subband and k establishes the embedding intensity. The mark ],[ 21 nnW  is a 

binary patter having the same size of the child subbands and whose number of “zeros” equals the number of  “ones”. 

After the embedding, the three marked father subbands ],[ˆ
21 nnYLH , ],[ˆ

21 nnYHL , ],[ˆ
21 nnYHH  are obtained by 

applying the inverse wavelet transform (IDWT) to the marked child subbands. The three marked father subbands 

],[ˆ
21 nnYLH , ],[ˆ

21 nnYHL , and ],[ˆ
21 nnYHH , along with the unmarked component ],[ 21 nnYLL , once inverse wavelet 

transformed, lead to the marked replica of the layer named ],[ˆ
21 nnY . The marked original image, ],[ˆ 21 nnI , is finally 

obtained as 

],[],[ˆ],[ˆ 212121 nnGnnYnnI +=              (4) 
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3. WATERMARKING DETECTION PROCEDURE 

 

To detect the watermark, the original unmarked image is not required. Using the procedure described in the Section 2, we 

perform the discrete wavelet decomposition on the potentially marked image, say ],[
~

21 nnI , without splitting the image  

into layer and ground since, in case of attack, this operation will give rise to loss of information. For each child subband 

],[
~

21 nnI ν
η , with ),,( HHHLLH∈η  and ),,,( hhhllhll∈ν , the correlation with the original watermark pattern is 

evaluated as follows: 

{ } { }
1 1 2 2
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η η

∈ ∈
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∏ ∏            (6) 

representing a global correlation coefficient, normalized with respect to the images’ dimensions, assumed to be without loss 

of generality N x N, is computed. Finally H is compared with a threshold  to authenticate the candidate image ],[
~

21 nnI . To 

adapt the detection procedure to the actual image, the threshold evaluation is performed  in a similar way. That is, the 

threshold is set  proportional to the value λ obtained by applying   Eqs. (5) and (6), to a unitary mark  (i.e.  1],[ 21 =nnW ) : 

{ } { }2
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where 
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 In addition, to take into account the structure of the image, ],[
~

21 nnI , the threshold is normalized with respect to  its 

standard deviation 1 2[ , ]I n nσ
�

, thus obtaining the following normalized validation statement 

λ
σ

≥
],[ 21~ nn

H

I

.               (9) 

 

4. EXPERIMENTAL RESULTS AND CONCLUDING REMARKS 

 

The effectiveness of this method has been tested on several standard images using random binary patterns as mark, as well as 

some structured patterns. In Fig.4 and Fig.5 some of the test images that have been used and the corresponding marked 

counterparts are shown respectively. 
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Fig. 4: Original images: Barbara (left), Goldhill (right). 

            

Fig. 5: Watermarked images: Barbara (left), Goldhill (right). 

 

Several distortions have been applied to the watermarked images in order to test the robustness of the proposed algorithm. In 

particular its resistance to the JPEG compression has been investigated. We embed a watermark into the host image, which is 

then JPEG compressed using a compression percentage equal to 80%. Then, using as target watermark 499 random generated 

marks plus the one (no. 251) really embedded into the host image, we apply the detection procedure described in Section 3. 

In Fig.6 the detector’s responses for each of the watermarks are shown. The dotted horizontal line represents the threshold λ , 

that is the lower bound for the validation statement (see. Eq. (9)). The detector validates only the presence of the watermark 

no. 251 in the image. 
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Fig. 6: Detector responses for the jpeg compressed images (compression percentage 80%): Barbara, (left), Goldhill (right). 

Embedded watermark number 251. 

 

As  illustrated by Figs. 7 and 8,  the detector’s performances are not affect by adding  a Gaussian noise, even at very low 

signal to noise ratios. The method has shown robustness even to cropping as witnessed by Figs. 9-10. Moreover tests have 

been performed that show the good performances of the algorithm when blurring occurs or elimination of vertical, horizontal, 

and diagonal lines from the watermarked image, corresponding to the elimination of some spatial frequencies, is done.  

 

Finally, robustness to multiple watermarking has been investigated. Specifically, three different watermarks (no. 201, 301, 

401) are embedded into the same host image. The detector is able to reveal the presence of these marks out of other 497 

random marks, as shown in Fig. 11.  

           

Fig. 7: Images corrupted by Gaussian noise: Barbara (left), Goldhill (right). 
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Fig. 8: Detector responses for the noisy  images: Barbara (left), Goldhill (right). Embedded watermark number 251. 

            

Fig. 9: Cropped images: the selected parts have been given a higher contrast for presentation purpose (area selected 96x96). 
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Fig. 10: Detector responses for the cropped images: cropped (96x96) Barbara (left), cropped (96x96) Goldhill (right).  
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Fig. 11: Detector responses to multiple watermarked Barbara (embedded watermarks number 201, 301, 401). 

 

In summary we have presented an embedding scheme, operating partially in the spatial domain and partially in the wavelet 

domain, which allows to achieve a high degree of robustness without affecting the transparency. The rational behind our 

approach lies on the fact that the watermark embedding is transparent when the mark is hidden into that portion of the image 

that has a high degree of spatial local activity. Moreover the energy of the watermark can be greatly increased when it is 

embedded into the image’s wavelet high frequency subbands, because of the inability of  the HVS to catch differences when 

a noise-like image, such as a watermark, is embedded into the areas of the host image rich of details. 
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